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The Application of Simulation-Based Fault Injection on
High Reliable Processor

WEI Fang-wei, LIU Hai-nan, HEI Yong

(Institute of Microelectronics, Chinese Academy of Sciences, Beijing 100029, China)

Abstract: During the design process of high reliable processor, appropriate fault injection technologies should be
adopted at different stages to analysis and evaluation the reliability of the processor. On the basis of LEON3 high
reliable processor, the simulation-based fault injection has been used to inject faults into Triple Module Redundancy

flip-flops. Experiments show that the simulation-based fault injection can be used in the early design stage of high

reliable processor to shorten the development cycle and reduce the cost of validation.
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[1]Simulate Until <Zfault injection time>>
[2]Freeze Signal <Zsignal name>><Csignal value>>
[3]Simulate For <Zfault duration™>
[41Unfreeze Signal <signal name>
{ 5]Simulate For <Zobservation time>>
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[1]Simulate Until
[2]SetSreBreakOnLine

<fault injection time>>

< LineNo>><Library>>< Entity>>

< Library>><Architecture>>

[3]Repeat Step[ 2]at Different Lines

[4]Simulate For

[5]1f (AtSrcBreak)
{

< time window>>

[6] Assign Variable <Cvar name>><Cvar value>>
[7] DelAllSrcBreaks
(81 Simulate For <Cobservation time>>

}
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